Online Banking Privacy and Security
IDs and Passwords

To access certain online services, you will need a User ID and a Password. This information may either
be provided to you or you will be allowed to choose your own. The User ID and Password are designed to
protect you by confirming your identity to our computer network systems, and are to be kept confidential.
Our employees do not have access to your password. It is very important that you not share this
information or allow a computer to “remember" your password, particularly if you are using a computer
with public access such as one located in a library or a college computer lab.

Secure Sign-on

Secure Sign On is a service to help protect you from fraudulent online activity. It provides you with visual
clues when you sign on so you know that you are on our website and it safe to enter information. Secure
Sign On also helps us ensure that only authorized individuals can access financial information online.

Email

Most email is not secure and may be intercepted and viewed by others. Therefore, you should refrain
from sending any confidential or private information via email to us from your own email, from our
website, “Contact Us” area, or any other personal computer. However, when you use the e-mail
functionality within your Online Banking sign on, this is secure email and you can confidently send us
account information, personal information, etc. If you have any questions about the security of the email
message you wish to send, please contact us. Information provided via email will be maintained by us in
order to comply with legal and regulatory requirements.



